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Abstract. Federated learning (FL) promises to protect user data through col-
laborative training, yet gradient leakage attacks can accurately reconstruct sensi-
tive information from shared updates. While homomorphic encryption (HE) of-
fers a formidable defense, its high computational and communication costs often
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make it impractical for real-world deployment. In this work, we propose FL SelHE
Federated Selective Homomorphic Encryption, a framework that strategically se-
cures only the most vulnerable layers of a model. By using a one-time sensitiv-
ity profiling based on gradient magnitudes, we identify critical layers and apply
the CKKS encryption scheme selectively. Experimental evaluation demonstrates
that the framework achieves 94.79% accuracy, comparable to unencrypted train-
ing, while reducing the aggregation time by over 40% compared to fully encrypted
models. Furthermore, under gradient inversion attacks, the reconstructed images
degrade to near-random noise (PSNR ≈ 5 dB and SSIM ≈ 0), confirming strong re-
sistance to data leakage. These findings prove that selective encryption is a scalable
and efficient solution for robust privacy in sensitive domains like healthcare.

Keywords: Federated learning, homomorphic encryption, selective encryption,
gradient leakage attacks, CKKS scheme, sensitive layer protection
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1 INTRODUCTION

Artificial intelligence has become a foundational technology across numerous high-
stakes domains, particularly in healthcare, finance, and personalized services, where
intelligent decision-making must coexist with strict regulatory compliance and ethi-
cal data stewardship [1, 2]. As deep learning systems increasingly power diagnostic
tools, clinical decision support, and predictive analytics, they often rely on large-
scale datasets that contain sensitive user information. Traditional centralized ma-
chine learning pipelines, which require data to be aggregated on a central server for
training, introduce significant privacy and legal risks, particularly under stringent
frameworks such as the General Data Protection Regulation (GDPR) and Health
Insurance Portability and Accountability Act (HIPAA) [3, 4]. Federated learning
(FL) has emerged as a compelling alternative [5], allowing decentralized clients to
collaboratively train a global model without transferring raw data. In this frame-
work, each client computes local model updates using its private dataset, and only
the resulting model gradients or updated parameters are sent to the central server for
aggregation. This design minimizes data exposure and allows for distributed learn-
ing within privacy constraints. However, federated learning is not inherently secure.
Gradient-sharing mechanisms have been shown to leak sensitive information, with
attacks such as Deep Leakage from Gradients (DLG) [6], capable of reconstructing
input data only from shared model updates. Such vulnerabilities expose a funda-
mental gap between privacy intent and the technical reality in federated learning
systems.

A variety of privacy-preserving techniques have been proposed to address this
gap. Differential privacy adds statistical noise to gradient updates, offering prov-
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able privacy guarantees [7] at the expense of utility degradation. Secure multi-party
computation (SMPC) enables collaborative operations while maintaining the confi-
dentiality of individual inputs. However, its computational and communication over-
head scales poorly with model complexity [8]. Homomorphic encryption (HE), on
the other hand, allows computations to be performed directly on encrypted data [9],
preserving privacy without affecting model architectures or gradients. Although HE
offers a powerful cryptographic guarantee, its integration into practical FL work-
flows remains challenging due to the significant computational burden it introduces,
especially when encrypting high-dimensional deep learning models [10].

To address this limitation, we developed a homomorphically encrypted federated
learning framework based on the CKKS scheme, tailored for efficient encrypted com-
putation over real-valued vectors. Unlike traditional approaches that fully encrypt
all model parameters, our framework introduces a selective encryption mechanism
that targets only the most privacy-sensitive layers. These layers are identified using
a one-time sensitivity profiling phase based on gradient magnitude analysis, allow-
ing the system to focus protection where it is most needed. This design reduces the
computational load and communication overhead without weakening the model’s
resistance to gradient-based attacks. The remainder of this paper is organized as
follows. Section 2 introduces the necessary background on federated learning and
encryption-based privacy preservation. Section 3 outlines the proposed methodology,
which includes the system design, encryption strategies, and sensitivity-based selec-
tive protection. Section 4 delineates the experimental configuration, including the
dataset, evaluation metrics, training parameters, and learning specifications. Sec-
tion 5 details the experimental results, encompassing centralized benchmarking of
candidate architectures, federated learning performance under IID and non-IID dis-
tributions, and a thorough evaluation of the encrypted federated framework in terms
of accuracy, computational overhead, and resilience to privacy leakage. Section 6
examines system-level trade-offs and their broader implications, whereas Section 7
summarizes the findings and outlines potential directions for future research.

2 BACKGROUND AND RELATED WORK

Privacy-preserving federated learning (FL) has become a fundamental method for fa-
cilitating collaborative model training while maintaining the confidentiality of client
data. This concept is especially important in sensitive domains like healthcare and
finance, where regulatory and ethical constraints prevent centralized data aggrega-
tion. Still, conventional FL remains susceptible to privacy threats, including gradi-
ent inversion and deep leakage attacks, which exploit model updates to reconstruct
private training data. As a result, the research community has focused on devel-
oping mechanisms to secure the FL pipeline while maintaining its utility. Among
the prevailing lines of defense, three dominant strategies have taken shape: differ-
ential privacy (DP), secure multi-party computation (SMPC), and homomorphic
encryption (HE).
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Differential privacy introduces random noise to model updates, thereby ensuring
that individual client contributions remain statistically indistinguishable within the
aggregated outcome. Wei et al. [11] proposed a globally differentially private FL
framework that optimally balances noise magnitude and model utility using Gaus-
sian perturbation. Wang et al. [12] extended this approach with an adaptive privacy
budget allocation mechanism that responds dynamically to the training process, in-
cluding loss, accuracy, and client-specific data volume. On the client side, Truex
et al. [13] introduced LDP-Fed, a local differential privacy scheme that injects noise
prior to communication, eliminating reliance on a trusted server. This approach was
later improved by Wu and Gao [14], who incorporated the SCAFFOLD optimiza-
tion method to counteract client drift and preserve convergence under high-noise
conditions, particularly valuable in non-IID federated settings.

In parallel, SMPC has been widely adopted to ensure that model updates are
aggregated without exposing intermediate values to any party. Zhu et al. [15] demon-
strated a privacy-preserving optimization protocol that decouples cryptographic
computation from model update operations using oracle-aided SMPC, thereby min-
imizing latency. Li et al. [16] introduced Chain-PPFL, a serial masking mechanism
in which updates pass through clients in sequence, substantially reducing commu-
nication complexity. Further advancements by Kanagavelu et al. [17] focused on
compressing encrypted gradients to conserve bandwidth while retaining SMPC guar-
antees. Chen et al. [18] expanded on these ideas by integrating compressed sensing,
thereby achieving robustness in larger-scale deployments with sparse communication
channels.

While DP and SMPC provide significant protection, homomorphic encryption
has gained attention as a particularly effective method because it allows for mathe-
matical operations to be conducted directly on encrypted data. In contrast to DP,
which compromises utility for privacy, and secure multi-party computation, which
involves significant communication costs, homomorphic encryption maintains data
confidentiality throughout the entire computational process without necessitating
data decryption at any stage. Zhang et al. [19] proposed BatchCrypt, which in-
tegrates leveled CKKS encryption with quantization and batching to improve the
efficiency of secure aggregation in cross-silo FL settings. Jayaram et al. [20] de-
veloped MYSTIKO, a framework using the Paillier cryptosystem to enable exact
encrypted gradient aggregation with minimal trust assumptions. Building upon
this, Ma et al. [21] proposed a multi-key homomorphic encryption (MKHE) scheme,
which enables each client to use a distinct public key, enhancing scalability and
eliminating centralized key sharing. Choosing the right privacy-preserving tech-
nique in federated learning is determined by the desired balance of privacy rigor,
system performance, and implementation complexity. DP offers formal guarantees
by introducing statistical noise, with Central DP providing better utility under the
assumption of a trusted server [11], while Local DP ensures client-side autonomy
at the cost of model performance [22]. DP’s lightweight implementation makes it
ideal for mobile or edge devices, although noise must be carefully tuned to maintain
accuracy. Secure Multi-Party Computation provides privacy through cryptographic
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protocols while maintaining model fidelity [23]. SMPC ensures exact computation
without data leakage, but it incurs high communication overhead and synchroniza-
tion complexity, especially in asynchronous or large-scale deployments [24].

Homomorphic Encryption (HE) balances data confidentiality with model accu-
racy by allowing encrypted computations. Fully or leveled HE schemes like CKKS
support aggregation over ciphertexts without decryption, enabling secure training
on sensitive data [19]. While HE introduces higher computational costs and large
ciphertexts, recent advancements such as selective parameter encryption and multi-
key designs greatly reduce the overhead [25]. Thus, HE is gaining preference in
privacy-sensitive sectors such as healthcare and finance.

3 PROPOSED METHODOLOGY

3.1 System Overview

To tackle the critical issue of privacy leakage in federated learning, we propose an
improved framework that incorporates homomorphic encryption (HE) into the stan-
dard FL pipeline. The goal is to secure sensitive client-side information not only at
the data level, but also during model update exchange and aggregation. Our design
assumes a semi-honest threat model in which the server adheres to the protocol but
may attempt to extract private information from received updates. We believe that
the choice of a semi-honest (honest-but-curious) threat model is not only
practical but also appropriate for the cross-silo scenarios we address. In sensitive
domains like healthcare or finance, participants are usually established institutions
(e.g., hospitals) bound by strict legal agreements and ethical codes. While they are
unlikely to maliciously tamper with the training process, the passive extraction of
patient data from shared gradients remains a very real threat. By focusing on this
model, we can implement high-level protection like CKKS without the extreme com-
putational overhead that a “malicious” model (requiring complex Zero-Knowledge
Proofs) would demand, making it a more realistic solution for actual medical appli-
cations. The workflow of the proposed framework is organized as follows:

1. The central server creates a global model and distributes it to each client.

2. Each client trains the model locally on its private dataset.

3. After completing local training, clients encrypt their model updates using a ho-
momorphic encryption scheme.

4. The encrypted updates are transmitted to the server and aggregated directly on
ciphertexts without decryption.

5. The aggregated encrypted model is sent back to clients, who decrypt and con-
tinue the next training round.

This encryption-based orchestration ensures end-to-end confidentiality of model
updates, reducing the risk of gradient leakage and adversarial inference. The pri-
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mary technical contribution is the incorporation of selective homomorphic encryp-
tion, which is applied only to the most privacy-sensitive layers as identified empir-
ically through gradient sensitivity profiling. By limiting encryption to these layers,
the framework reduces computational overhead while remaining highly resistant to
inversion attacks. This targeted strategy provides a practical and scalable solution
to the ongoing tension between privacy and efficiency in real-world FL deployments.
Figure 1 summarizes the proposed workflow.

Figure 1. Overview of the proposed homomorphic encryption-enhanced federated learning
framework

3.2 Homomorphic Encryption Strategy

To protect sensitive model updates during federated learning, the proposed frame-
work implements two distinct homomorphic encryption strategies: full and selective
encryption. While the full encryption strategy maximizes privacy by securing all
model parameters, the selective encryption strategy is intended to target only the
most vulnerable components, typically layers with high gradient sensitivity, pro-
viding a computationally efficient alternative while maintaining data security. At
the heart of these strategies lies the Cheon–Kim–Kim–Song (CKKS) scheme [26],
a leveled homomorphic encryption method built on the Ring Learning With Errors
(RLWE) assumption.
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3.2.1 The Cheon–Kim–Kim–Song (CKKS) Scheme

The CKKS scheme, introduced by Cheon et al. [26], is a leveled homomorphic en-
cryption method based on the Ring Learning With Errors (RLWE) assumption. Its
key feature is support for approximate arithmetic on vectors of complex numbers,
enabling secure computations on encrypted data while tolerating small numerical
errors, a trade-off well suited to deep learning where exact precision is unnecessary.
CKKS operates over polynomial rings with ciphertexts in Rq = Zq[X]/(XN + 1),
where N is a power of two and q is a large modulus. Messages are vectors in CN/2

encoded into polynomials. The main stages are:

Key generation: a secret key s(X) is sampled; the public key incorporates random
polynomials and noise to ensure security.

Encoding and encryption: input vectors are scaled and mapped into Rq, then
encrypted into ciphertext pairs (c0, c1).

Homomorphic operations: addition and multiplication are performed directly
on ciphertexts, with relinearization and rescaling controlling ciphertext size and
precision.

Decryption and decoding: ciphertexts are decrypted with the secret key, resca-
led, and projected back to approximate the original vector.

3.2.2 Full Homomorphic Encryption Strategy

In this strategy, each client encrypts all model parameters with the CKKS scheme
before transmission, ensuring confidentiality of updates during communication and
aggregation. The overall workflow is shown in Algorithm 1, while decryption, en-
cryption, and secure aggregation are detailed in Algorithms 2, 3, and 4.

DecryptModel (Algorithm 2) restores the global model to its tensor form for local
training, while EncryptModel (Algorithm 3) reverses the process before updates are
returned. The server then applies EncryptedFedAvg (Algorithm 4) to aggregate
them via weighted summation in the ciphertext domain.

3.3 Sensitivity Analysis and Layer Selection

Before selective encryption, our framework performs a one-time sensitivity-profiling
step to identify layers most vulnerable to gradient leakage, guided by the ℓ2-norm of
gradient magnitudes observed on mini-batches. The process combines two stages:

1. manually flagging layers with known sensitivity (e.g., classifier layers), and

2. selecting additional layers with the highest averaged gradient norms.

This hybrid approach captures both empirical and structural sensitivity. The com-
plete procedure is given in Algorithm 5.
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Algorithm 1 Federated Learning with Full Homomorphic Encryption
Server executes:

1: Initialize global model W0, total rounds T
2: for t← 1 to T do
3: Select m = max(⌊ρ ·K⌋, 1) clients as St
4: Ut ← ∅ ▷ Encrypted updates
5: for all c ∈ St in parallel do

6: C
(c)
t+1, nc ← ClientUpdate(c,Wt)

7: Append
(︂
C

(c)
t+1, nc

)︂
to Ut

8: end for
9: Cagg

t+1 ← EncryptedFedAvg(Ut, Pk) ▷ Algorithm 4
10: Wt+1 ← Cagg

t+1 and broadcast to clients
11: end for

ClientUpdate(c,Wt):
12: Decrypt Wt with Sk using DecryptModel (Algorithm 2)
13: Train on local data using SGD

14: Encrypt updated model W
(c)
t+1 using EncryptModel (Algorithm 3)

15: return
(︂
C

(c)
t+1, nc

)︂

Algorithm 2 DecryptModel

Require: Encrypted parameters C = {c1, . . . , cn}, secret key Sk, shapes S
Ensure: Plaintext model P
1: P ← ∅
2: for i← 1 to n do
3: p̃i ← CKKS Decrypt(Sk, ci)
4: pi ← Reshape(p̃i, si)
5: Append pi to P
6: end for
7: return P

Algorithm 3 EncryptModel

Require: Plaintext parameters P , public key Pk
Ensure: Encrypted parameters C
1: C ← ∅
2: for i← 1 to n do
3: pflati ← Flatten(pi)
4: ci ← CKKS Encrypt

(︁
Pk, pflati

)︁
5: Append ci to C
6: end for
7: return C
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Algorithm 4 EncryptedFedAvg

Require: Client updates
{︁(︁
C(j), nj

)︁}︁m

j=1
, public key Pk

Ensure: Aggregated encrypted model Cagg
1: N ←

∑︁m
j=1 nj

2: Cagg ← ∅
3: for i← 1 to n do
4: caggi ← 0
5: for j ← 1 to m do
6: w ← nj

N

7: caggi ← caggi +
(︁
C(j)[i] · w

)︁
8: end for
9: Append caggi to Cagg

10: end for
11: return Cagg

Algorithm 5 Determine Sensitivity

Require: Model M , dataset D, batch size m, number of batches T , mandatory
prefixes P , top fraction γ

Ensure: Annotated list I = {(namel, shapel, sensitivel)}Ll=1

1: I ← ∅, N ← ∅
2: for l ← 1 to L do
3: Extract namel, shapel, initialize is mandatory ← False
4: for all prefix ∈ P do
5: if namel starts with prefix then
6: Append (namel, shapel,True) to I; is mandatory ← True
7: end if
8: end for
9: if not is mandatory then

10: total norm← 0
11: for t← 1 to T do
12: Sample batch Bt from D, compute gradient ∇θlL(Bt)
13: total norm += ∥∇θlL(Bt)∥2
14: end for
15: Ḡl ← total norm/T , Append (l, Ḡl) to N
16: end if
17: end for
18: Sort N by Ḡl descending; select top-γ% as sensitive
19: for l ← 1 to L do
20: if not already in I then
21: Append (namel, shapel,True) if l in top-k; else False
22: end if
23: end for
24: return I
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3.4 Selective Encryption Strategy

The selective encryption strategy increases system efficiency by encrypting only
sensitive layers, thereby reducing ciphertext size and encryption overhead while
ensuring privacy. This targeted approach enables scalability in federated environ-
ments without compromising security. The selective-encryption algorithms mirror
their full-encryption counterparts in structure, with necessary adaptations to sup-
port partial encryption. Parameters are encrypted, decrypted, and aggregated via
the hybrid mechanism in Algorithm 6.

A one-time sensitivity analysis is performed at the beginning of training to de-
termine the encryption ratio. Gradients are monitored to identify the most privacy-
sensitive areas, which are usually located in the final layers of client-specific decision
boundaries. Empirical profiling consistently identified the top 15% of parameters
as the optimal cutoff, balancing resistance to model inversion and gradient leak-
age with computational and communication constraints. This threshold allocates
cryptographic protection to areas of greatest need, ensuring security and scalability.

Algorithm 6 Selective Encrypted FedAvg

Require: Submissions
{︁(︁
C(j), nj

)︁}︁m

j=1
, info list I

Ensure: Aggregated model Cagg
1: N ←

∑︁m
j=1 nj, Cagg ← ∅

2: for i← 1 to number of parameters do
3: ( , , si)← I[i], caggi ← 0
4: for j ← 1 to m do
5: wj ← nj

N
, val← C(j)[i]

6: caggi ← caggi + (val · wj)
7: end for
8: Append caggi to Cagg
9: end for

10: return Cagg

3.5 Security Analysis and Comparison with SMPC

To better understand the positioning of FL SelHE, it is helpful to compare it with
other Privacy-Preserving Techniques (PPTs).

Secure Multi-Party Computation (SMPC): SMPC protocols provide high se-
curity by ensuring no party sees individual updates. However, they are highly
interactive and require massive communication bandwidth, which is often a bot-
tleneck for large models like our EfficientNet-B0 (5.3M parameters).

Hybrid Solutions: Some methods combine SMPC and HE. While very secure,
they significantly increase implementation complexity.
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3.6 Experimental Environment

3.6.1 Hardware and Execution Platform

All experiments were conducted using Google Colab [27], a cloud-based environment
equipped with an NVIDIA L4 GPU (22.5GB VRAM), an Intel Xeon CPU, and
approximately 53GB of RAM. This configuration provided a scalable and reliable
platform for evaluating both deep learning and homomorphic encryption tasks.

3.6.2 Software Stack

The framework was implemented in Python using widely adopted machine learning
libraries. Federated orchestration was managed via Flower [28], while homomorphic
encryption functionality was integrated using TenSEAL [29], which enabled CKKS-
based secure tensor operations directly within PyTorch models.

4 EXPERIMENTAL SETUP

4.1 Dataset Description

Given the privacy-sensitive nature of healthcare data, our evaluation focuses on med-
ical image classification. We employ the PathMNIST subset from the MedMNIST
v2 benchmark [30], a standardized collection designed for lightweight, reproducible
experimentation in biomedical imaging.

PathMNIST is derived from colorectal histopathology datasets (NCT-CRC-HE-
100K and CRC-VAL-HE-7K) and contains 107 180 RGB image patches resized to
28×28 pixels. The classification task involves nine tissue types, constituting a 9-class
classification problem. The dataset comprises 89 996 training, 10 004 validation, and
7 180 test samples. An overview is presented in Table 1. Representative samples
and the class distribution are shown in Figures 2 and 3, respectively.

Aspect Details

Modality Colon Histopathology
Total Samples 107 180
Training/Validation/Test 89 996/10 004/7 180
Image Format RGB, 28× 28 pixels
Classes 9 tissue types
Task Multi-class classification

Table 1. PathMNIST dataset overview

To prepare the data for CNN-based training, we applied a standard preprocess-
ing pipeline including:

Tensor Conversion: Image data was converted to tensor format for efficient GPU
processing.
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Figure 2. Example images from each of the nine tissue classes in PathMNIST

Figure 3. Class distribution in the PathMNIST dataset
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Normalization: Pixel intensities were normalized to stabilize training.

Data Augmentation: Random flips, rotations, and crops were applied during
training to improve generalization.

To evaluate the proposed framework under different configurations (centralized,
federated, and encrypted), we employ a comprehensive set of performance and over-
head metrics. These include standard classification scores, computational costs, and
privacy leakage estimations.

4.2 Classification Performance

We report accuracy [31], precision [32], recall [33], and F1-score [34] to assess pre-
dictive performance across all experimental configurations. These metrics, derived
from multiclass confusion matrices, provide a balanced perspective on classification
effectiveness, especially in the presence of class imbalance.

4.3 Computational Overhead

To quantify the additional costs introduced by homomorphic encryption and feder-
ated learning, we measure the following:

Training Time: Duration of local model updates.

Encryption/Decryption Time: Time consumed securing model updates via HE.

Aggregation Time: Time taken to perform secure aggregation on the server.

(De)Serialization Time: Overhead from converting encrypted vectors to/from
transmittable formats.

Total Round Time: End-to-end time per communication round.

4.4 Privacy Leakage Metrics

To evaluate resistance to gradient inversion attacks, we adopt two image similarity
metrics commonly used in reconstruction analysis:

4.4.1 Peak Signal-to-Noise Ratio (PSNR)

PSNR quantifies pixel-level similarity between original and reconstructed images:

PSNR = 10 · log10
(︃
MAX2

I

MSE

)︃
. (1)

Higher PSNR values indicate better visual fidelity and, consequently, a greater pri-
vacy leakage risk.
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4.4.2 Structural Similarity Index (SSIM)

SSIM captures perceptual similarity based on luminance, contrast, and structural
features:

SSIM(x, y) =
(2µxµy + C1)(2σxy + C2)

(µ2
x + µ2

y + C1)(σ2
x + σ2

y + C2)
. (2)

Values closer to 1 indicate higher similarity and leakage, while lower values indicate
stronger privacy preservation.

5 EXPERIMENTS AND RESULTS

5.1 Centralized Benchmarking of Deep Learning Architectures

Before deploying our privacy-preserving federated learning framework, we carried
out extensive benchmarking with centralized deep learning models to determine the
most performant architecture for downstream evaluation. This preliminary stage
was essential for establishing a high-quality baseline and ensuring a fair comparison
against federated and encrypted counterparts. We evaluated both custom-designed
convolutional neural networks and state-of-the-art pre-trained models on the PathM-
NIST dataset. The models considered include CNNMed (with and without self-
attention enhancement), ResNet-18 [35], MobileNetV3 Small [36], and EfficientNet-
B0 [37].

5.1.1 Custom CNN Architectures

CNNMed is a lightweight convolutional neural network designed for histopatholog-
ical image classification. It consists of three convolutional layers interspersed with
batch normalisation, ReLU activations, and max pooling operations. Dropout and
adaptive average pooling are applied to ensure regularisation and feature dimension
consistency. The classification head consists of two fully connected layers, followed
by a 9-class output layer.

An improved variant, CNNMed with Self-Attention, incorporates a spatial atten-
tion mechanism to improve feature extraction. This addition selectively emphasises
informative regions in the image in order to improve classification accuracy while
incurring minimal computational overhead.

5.1.2 Pre-Trained Architectures

To leverage prior knowledge embedded in large-scale image models, we fine-tuned
three well-established architectures:

ResNet-18: A residual network that mitigates vanishing gradients via identity
shortcuts, enabling deeper learning with stable convergence.
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MobileNetV3 Small: A resource-efficient model designed for low-power devices,
combining neural architecture search with advanced activation and attention
mechanisms.

EfficientNet-B0: A highly optimized model employing compound scaling to bal-
ance depth, width, and resolution, offering superior accuracy-efficiency trade-
offs.

These models were selected for their proven generalization capabilities and vary-
ing complexity levels, making them suitable for comparative analysis in both cen-
tralized and federated contexts.

5.1.3 Results of Centralized Architectures

All models were trained using the same optimisation parameters: a batch size of
64, an initial learning rate of 0.001, and up to 30 training epochs (reduced to 10 for
larger pre-trained networks to avoid overfitting). The evaluation employed standard
classification metrics precision, recall, F1-score, and overall accuracy averaged across
the test set. The resulting comparison is summarized in Table 2 and Figure 4.

Model Ep. Prec. (%) Rec. (%) F1 (%) Acc. (%)

CNNMed 30 93.57 93.55 93.33 93.55
+ Self-Attn. 30 94.00 94.11 93.94 94.11
MobileNetV3 10 94.83 94.85 94.82 94.85
ResNet-18 10 95.15 95.04 94.91 95.04
EfficientNet-B0 10 95.38 95.35 95.23 95.35

Table 2. Comparison of centralized deep learning models

5.1.4 Selected Baseline: EfficientNet-B0

EfficientNet-B0 outperformed all other evaluated model architectures. It struck an
optimal balance between architectural complexity and predictive accuracy, outper-
forming deeper networks such as ResNet-18 while requiring less computational power
than comparable alternatives.

As a result, EfficientNet-B0 was selected as the baseline architecture for all
subsequent experiments in both federated learning and privacy-preserving environ-
ments. Its robust standalone performance ensures that any trade-offs observed under
federated or encrypted settings can be attributed to methodological factors rather
than architectural constraints. The corresponding prediction pattern is illustrated
by the confusion matrix in Figure 5.

5.2 Federated Learning under IID and Non-IID Distributions

To rigorously evaluate the performance and generalization capabilities of our privacy
preserving framework, we implemented and assessed the Federated Learning (FL)
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Figure 4. Model performance comparison (Accuracy, Precision, Recall, and F1-score)

Figure 5. Confusion matrix for EfficientNet-B0 predictions on the PathMNIST



1252 M.E.A. Beyat, M.K. Benkaddour, A. Moualdi, A. Belmesmar, M.E.A. Beyat

paradigm across two fundamental data distribution regimes: independent and identi-
cally distributed (IID) and non-IID. These experiments serve not only to benchmark
performance against centralized baselines but also to assess resilience under statisti-
cal heterogeneity, a critical real-world concern in decentralized healthcare settings.
We adopt the EfficientNet-B0 model as the client-side architecture, based on prior
centralized benchmarking. Two federation scales were explored: 5 and 10 clients,
to examine the influence of the number of clients on convergence dynamics and
predictive performance. All training was performed using the Federated Averaging
(FedAvg) algorithm, with optimisation settings summarised in Table 3.

Hyperparameter Settings

Client Model Architecture EfficientNet-B0

Number of Clients 5 and 10 (evaluated separately)

Data Distribution Types IID, Non-IID (Dirichlet α = 0.5)

Communication Rounds 10

Local Epochs per Round 1

Local Batch Size 64

Initial Learning Rate 0.001

Aggregation Strategy FedAvg

Table 3. Federated learning configuration

5.2.1 IID Distribution: Uniform Statistical Balance

In the IID scenario, each client receives a balanced subset of data, ensuring that
the class distribution across clients closely resembles that of the global dataset.
This setup offers a straightforward way to examine how decentralized optimization
behaves in isolation, without the complications introduced by uneven data across
clients. Figure 6 illustrates the class-wise sample allocation across five clients under
IID distribution. As observed, the statistical parity ensures uniform class exposure,
minimizing the variance across local objectives.

Training was run separately with 5 and 10 clients. Figure 7 shows the models’
accuracy and loss curves during training. Both setups showed steady progress, indi-
cating stable training and reliable aggregation of model updates despite distributed
execution across clients. The performance degradation with increasing client count
was marginal, confirming the approach’s scalability under uniform data distribu-
tion.

Model Configuration Accuracy (%) Loss

Centralized (EfficientNet-B0) 95.35 0.1701
Federated (5 Clients) 95.29 0.1651
Federated (10 Clients) 94.99 0.1595

Table 4. Centralized vs. federated accuracy and loss (IID)
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Figure 6. IID data distribution across 5 clients
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Figure 7. Federated learning accuracy and loss curves (IID)
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As summarized in Table 4, even though the training was distributed across
different clients, the federated models reached almost the same accuracy as the
centralized ones and, in some cases, exhibited slightly lower loss. This shows that
when data is evenly balanced across clients (IID), federated learning can come very
close to matching centralized results while keeping the data on each client.

5.2.2 Non-IID Distribution: Real-World Statistical Heterogeneity

To reflect how data is typically distributed in real-world situations, we used a Diri-
chlet-based non-IID split with α = 0.5. This is a widely used setting that introduces
a fair amount of variation in the data each client sees. In this regime, clients receive
imbalanced subsets, with some classes either over- or underrepresented, mimicking
institutional biases often seen in federated healthcare environments.

Figure 8 depicts the class-wise imbalance among five clients with non-IID allo-
cations. The resulting skew presents a significant optimization challenge, known as
client drift, in which local updates diverge from the global optimum.

The learning curves for 5 and 10 client configurations under non-IID are shown
in Figure 9. Compared to the IID case, training becomes noticeably less stable.
The models tend to fluctuate more and take longer to settle, especially when using
10 clients. This highlights how difficult it is to combine updates when each client is
working with very different data.

Data Type Clients Accuracy (%) Loss

IID 5 95.29 0.1651
IID 10 94.99 0.1595
Non-IID 5 94.26 0.1774
Non-IID 10 93.20 0.2055

Table 5. Federated performance: IID vs non-IID comparison

As summarized in Table 5, although performance under non-IID conditions re-
mains competitive, a measurable drop in accuracy and increased loss is observed
compared to IID counterparts. The decline is more pronounced with 10 clients, re-
inforcing the compounded effect of both statistical heterogeneity and reduced client
sampling per round. These findings highlight the critical need for future work on per-
sonalization and advanced aggregation techniques (such as FedProx and FedNova)
that can mitigate the negative effects of client drift.

5.3 Federated Learning-Based Homomorphic Encryption Framework

This section provides a thorough evaluation of our proposed federated learning
framework enhanced with Homomorphic Encryption (HE). The objectives are three-
fold:

1. to quantify any performance impact introduced by encryption,
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Figure 8. Non-IID data distribution across 5 clients
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Figure 9. Federated learning accuracy and loss curves (non-IID)
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2. to analyze the computational overhead incurred under full and selective HE
configurations, and

3. to assess the framework’s resilience to privacy attacks, particularly Deep Leakage
from Gradients (DLG).

To ensure a focused and interpretable analysis, all experiments in this section were
conducted under a standardized IID data distribution with 5 clients. This configu-
ration reduces confounding factors caused by statistical heterogeneity, allowing us to
isolate the effects of encryption schemes on model behavior and system performance.

5.3.1 CKKS Encryption and Selective Parameter Protection

The CKKS scheme was chosen for its ability to perform approximate arithmetic on
real-valued data, making it particularly well-suited to deep learning applications.
All encrypted operations, including aggregation and selective parameter sharing,
were performed using the following encryption parameters:

• Polynomial modulus degree: 16 384, enabling the encryption of large parameter
vectors with 128-bit security guarantees.

• Coefficient modulus sizes: [60, 40, 40, 60], allowing multi-hop encrypted com-
putations with controlled noise growth.

• Global scale: 240, which balances precision and ciphertext expansion during
encoded computations.

In the selective encryption strategy, we set the encryption ratio to γ = 0.15,
meaning only the top 15% of model parameters based on gradient sensitivity were
encrypted. This threshold was chosen deliberately to balance privacy protection
with computational efficiency. Early tests showed that a small group of parameters,
especially in the final fully connected and attention layers, consistently had much
larger gradient values, suggesting they play a bigger role in how well the model
learns and how sensitive it is during predictions. Encrypting these parameters pro-
vides robust privacy protection, as they contain the most semantically informative
updates, while circumventing the high computational costs linked to encrypting en-
tire models.

Empirical evaluations indicated that raising the encryption ratio beyond 15%
resulted in diminishing returns in terms of privacy benefits, while greatly increasing
encryption latency and memory overhead. In contrast, reducing the ratio below this
threshold led to significant model drift under adversarial conditions. We found that
encrypting 15% of the most important gradients struck the right balance between
maintaining training effectiveness and ensuring scalability. This selective setup is a
key part of the framework, offering strong privacy through the CKKS scheme while
remaining fast enough for clients with limited computing power.
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5.3.2 Model Performance

The core metric for evaluating the practical utility of HE integration is test perfor-
mance. We compared three configurations:

1. Baseline FL: Federated learning without encryption.

2. Full HE: All shared model updates encrypted.

3. Selective HE: Only a 15% subset of parameters encrypted.

Method Test Accuracy (%) Final Loss

Baseline FL 95.29 0.165
Full HE (FL FullHE) 95.13 0.161
Selective HE (FL SelHE) 94.79 0.167

Table 6. Final model performance (accuracy and loss)

As shown in Table 6 and Figure 10, the impact of encryption on model perfor-
mance is minimal. Full encryption preserves accuracy within 0.16% of the baseline,
and selective encryption incurs only a marginal additional drop. This shows that
CKKS’s approximation errors do not substantially degrade learning, and selective
protection offers a good balance between privacy and utility.

5.3.3 Computational Overhead Analysis

The integration of HE introduces non-trivial computational costs, which must be
evaluated to understand the practical deployment feasibility. We examine both
overall round time and client-side execution breakdown for the three configurations.

As observed in Table 7 and Figures 11 and 12, full HE nearly doubles the
total round duration due to encryption, decryption, and packing costs. In contrast,
selective encryption reduces this overhead by approximately 29%, offering a more
practical deployment path for privacy-preserving FL in real-world systems.

Metric (s) FL
FL

FullHE
FL

SelHE

↑FL
→FullHE

%

↑FL
→ SelHE

%

↓FullHE
→ SelHE

%

Training 53.98 54.04 54.02 ∼ 0% ∼ 0% ∼ 0%
Encryption N/A 11.75 6.98 N/A N/A −40.56%
Decryption N/A 1.33 0.86 N/A N/A −35.38%
Serialization N/A 5.57 3.16 N/A N/A −43.25%
Deserialization N/A 1.16 0.90 N/A N/A −22.30%
Client Execution 53.98 73.86 65.93 +36.79% +22.11% −10.74%
Total Round Time 272.21 403.14 352.02 +48.08% +29.30% −12.67%

Table 7. Execution time comparison across FL variants
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Figure 10. Accuracy and loss across training rounds for FL, FL FullHE, and FL SelHE
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Figure 11. Cumulative round time per training round under FL, FL FullHE, and
FL SelHE

Figure 12. Breakdown of client-side execution time per configuration

5.3.4 Privacy Evaluation via DLG Attack

To verify the robustness of selective encryption against gradient-based leakage, we
simulated the Deep Leakage from Gradients (DLG) attack [6, 38]. The attacker
attempts to reconstruct private input images from shared gradients during training.
The attack pipeline is described in Algorithm 7.
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Algorithm 7 Deep Leakage from Gradients (DLG)

Require: Model F with parameters W ; shared gradient ∇W
Ensure: Reconstructed input x, y
1: Initialize x′, y′ ∼ N (0, 1)
2: for i = 1 to n do
3: Compute dummy gradients: ∇W ′

i ←
∂ℓ(F(x′

i),y
′
i)

∂W

4: Compute distance: Di ← ||∇W ′
i −∇W ||2

5: Update x′, y′ via gradient descent on Di

6: end for
7: return x′, y′

Figure 13. Image reconstruction progression (FL)

Figure 14. PSNR and SSIM across iterations (FL)
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Figure 15. Original vs. reconstructed image (FL)

DLG on Baseline FL: In the absence of encryption, DLG was highly effective.
Figure 13 shows the evolution of the dummy input converging visually toward
the ground truth. The steady rise of PSNR and SSIM in Figure 14 confirms high-
quality reconstruction. The final result in Figure 15 is nearly indistinguishable
from the true input.

DLG on Selective HE: Under selective encryption, the DLG attack fails to re-
construct any meaningful input, as demonstrated in Figure 16. The PSNR and
SSIM curves in Figure 17 remain extremely low throughout, and the final output
(Figure 18) is indistinguishable from noise.

Figure 16. Image reconstruction progression (FL SelHE)

These results provide strong empirical evidence that selective encryption, when
applied to structurally sensitive model layers, can effectively neutralize gradient
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Figure 17. PSNR and SSIM across iterations (FL SelHE)

Figure 18. Original vs. reconstructed image (FL SelHE)

based attacks without significant compromise in performance or system efficiency.

6 DISCUSSION

The findings of this study converge to form a scientifically coherent and practically
relevant approach for the integration of homomorphic encryption within federated
learning, particularly for privacy-sensitive applications in medical imaging. This
discussion integrates empirical findings and examines their implications with an
emphasis on accuracy, efficiency, security, and systemic design trade-offs. The ex-
perimental process began with a thorough assessment of the deep learning models
in a centralized setting to establish a solid performance baseline. EfficientNet-B0
was identified as the superior architecture, demonstrating higher classification ac-
curacy compared to CNNMed, MobileNetV3, and ResNet-18, while also preserving
an advantageous computational efficiency. This result is in line with EfficientNet’s
compound scaling principle, which carefully balances the depth, width, and resolu-
tion to obtain the best mix of speed and accuracy. Furthermore, while our results
focus on selective HE, we acknowledge the potential of SMPC-based approaches. In
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future iterations, a hybrid configuration using SMPC for the non-encrypted layers
and HE for the sensitive ones could offer an even stronger defense against multi-
party collusion, though at the cost of higher communication overhead. Once we
moved into the federated learning setup, we tested the behavior of the model un-
der both IID and Non-IID data conditions. In the IID case, the model’s accuracy
and loss remained almost the same as those in the centralized setup. This close
match shows that FedAvg can work well when the data are fairly similar across
clients. Even as we increased the number of clients from five to ten, the training
remained stable and consistent, suggesting that splitting the training across clients
does not cause problems as long as the data are not too different. In contrast, the
Non-IID setting, modelled via a Dirichlet distribution with a concentration param-
eter α = 0.5, introduced a degree of statistical skew that represented real-world
decentralized environments. This heterogeneity resulted in measurable, albeit mod-
erate, reductions in performance metrics and slower convergence. These effects
were due to client drift and unbalanced gradient contributions during aggregation.
However, the model demonstrated consistent learning behavior, demonstrating the
resilience of federated training even under adverse data distributions. The find-
ings emphasize the importance of understanding client-level variability and high-
light the potential utility of advanced aggregation techniques such as FedProx or
FedNova when statistical heterogeneity becomes more pronounced. The integration
of homomorphic encryption into a federated workflow is the primary contribution
of this work. Empirical evaluation across three configurations unencrypted, fully
encrypted, and selectively encrypted federated learning showed that full encryption
resulted in only a marginal decrease in model accuracy (from 95.29% to 95.13%).
This shows that CKKS can handle high precision deep learning tasks, as long as
the encryption parameters are properly tuned. The chosen parameter set, with a
polynomial modulus degree of 16 384 and a global scale of 240, effectively reduced
quantisation noise and enabled multi-step encrypted computation. While full en-
cryption offers strong privacy protection, it comes at a noticeable computational
cost, especially on the client side. Training rounds were almost 48% slower than the
baseline, mainly because of the extra time required for encryption, decryption, and
handling of the ciphertext. In practical deployments, particularly in edge settings
with limited computational resources, this overhead may render full encryption in-
feasible. To mitigate this, a selective encryption strategy was devised that targets
only the most privacy-sensitive layers, identified through gradient sensitivity and
architectural depth. This approach preserved most of the privacy gains of full en-
cryption while reducing client-side overhead by approximately 22% and total round
duration by nearly 30%, relative to full encryption. These savings are nontrivial
and suggest that partial encryption, when applied judiciously, constitutes a viable
path toward privacy-preserving machine learning at scale. The framework’s secu-
rity claims were further substantiated by simulating a Deep Leakage from Gradients
(DLG) attack. In the baseline federated learning setting, DLG successfully recon-
structed the original training images with high perceptual quality, as reflected in the
elevated PSNR and SSIM values and near-perfect visual alignment. These results
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highlight that even partial gradient exposure poses serious privacy risks. However,
when using selective homomorphic encryption focused on the sensitive layers, the
same attack cannot recover anything meaningful from the encrypted gradients. The
reconstructed images looked like random Gaussian noise, with PSNR dropping to
approximately 5 dB and SSIM approaching zero, indicating that the images were
completely degraded. This shows that encrypting only the most critical parts of the
gradients is sufficient to stop even advanced gradient inversion attacks, while still
keeping the approach practical.

7 CONCLUSION

In this research, we introduced FL SelHE to bridge the gap between high-level pri-
vacy and system efficiency in federated learning. By applying the CKKS scheme
only to layers identified through our sensitivity profiling, we successfully neutralized
deep leakage attacks while maintaining the performance levels needed for complex
medical architectures. Our findings suggest that protecting as little as 15% of the
model is enough to render reconstructed data useless (PSNR ≈ 5 dB), effectively
stopping ruthless reconstruction attempts. In summary, this study shows that ho-
momorphic encryption, especially when applied selectively to the parts most at risk,
provides federated learning with a solid, practical option for privacy-focused settings.
It strikes a good balance between keeping data safe, running efficiently, and fitting
into current systems, thus making it a strong candidate for real-world deployment.
Moving forward, we aim to explore dynamic layer selection and the combination
of selective HE with differential privacy to create a truly multi-layered, adaptive
security framework for even more complex data silos. Finally, testing real-world
datasets from privacy-sensitive areas would help us better understand how ready
the framework is for deployment and compliance in real-use cases.
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